
The solution establishes a read-only 
node that is connected to their blockchain 
infrastructure, enabling it to “see” 
transactions as they occur.
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Blockchain’s distributed ledger technology, which can confirm transactions without the need for a trusted third-party 
intermediary, has great potential for business and government. While it’s often associated with cryptocurrency, 
organizations in every industry are experimenting with how to use the technology for cash settlement, smart contracts, 
supply chain, provenance, and other applications.

A blockchain is a decentralized virtual ledger of transactions. Blockchain validates and 
records transactions that are then organized into blocks and arranged in a chain, which is 
linked and validated with cryptography. This method makes it possible to prove that a file 
existed in a particular version at a given time without having to reveal the data in the file. 
This also means that a blockchain will log and timestamp every single change to the ledger.

While the technology brings transparency to transactions, it also introduces risk and control challenges that limit its 
enterprise potential. These are the three biggest risk issues for organizations looking to innovate with the technology:

Because there are no 
technology standards—
each enterprise 
environment is different— 
there’s no established risk 
and control framework.

Few internal audit or risk 
teams have the skills needed 
to understand the design and 
control of blockchain business 
processes.

Understanding blockchain 
transparency, risks, and controls 

Someone in a network 
requests a transaction.

The transaction 
is complete.

Every new block is cryptographically linked with 
the hash function of the previous block to create a 
chain that is permanent and unalterable.

The network of nodes validates the 
transaction. A hash function runs 
an algorithm on the data and produces 
a unique digital output that is fixed and 
smaller in length.

This output, the 
verified transaction, 
is combined with 
other transactions to 
create a new block of 
data for the ledger. 

The transaction is 
broadcast to other 
computers (nodes) 
in the network.
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How to validate blockchain transactions

While individual transactions are validated by the blockchain itself, until now there has 
been no practical or efficient way for businesses to validate transactions processed on a 
blockchain. Now, the PwC Blockchain Validation solution makes it possible to do so, 
giving internal audit teams and business executives real-time access to view and test 
transactions on their blockchains. The solution is made up of two components: continuous 
auditing software and a blockchain risk and control framework. Here’s how it works.

As risk and control objectives change, the company 
can adjust the software settings to meet its new 

requirements for blockchain validation. 

Refine approach

The software is set up to reflect the company’s risk thresholds 
and meet the needs of its different users. For example, does the 

organization want to monitor all transactions or only 
a targeted sample? What information do internal 
audit teams need and which is appropriate for 
business leaders? 

Customize software

As transactions occur, the software 
automatically logs them and applies controls 

and testing criteria. Transactions 
that meet certain criteria are 
flagged as exceptions for 
user review. 

Log and test transactions

Users view reports via customized 
dashboards, where they view 
validated transactions and 
exceptions. Flagged transactions 
can be documented or escalated, 

as needed. 

Provide monitoring and reporting
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How a blockchain works
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While the technology chains 
together all of the transactions 
in a network, blockchain lacks 
a way to directly view and 
analyze historical 
transactions. 
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Install a read-only node

Assess risks and controls

Following the framework, which covers 
six domains, the company considers 

questions like how 
permission is granted to 
the network and what 
type of encryption is 
used. The answers 

determine the risk and 
control objectives and 

testing parameters the company requires 
to validate its blockchain transactions. 

pwc.com/us/blockchain-validation


